Abstract This paper discusses the introduction of a wireless network of personal digital assistants into a specialist unit of a hospital in Edinburgh. All of the technology has been used 'off-the-shelf' and 'out-of-thebox'. While we are able to report that the heterogeneous elements of this implementation have been integrated, work well together and that the users of the system are happy with it, the hospital context itself introduced a number of significant practical issues. Hospitals are understandably very concerned about the security and confidentiality of patient records and with the potential for mutual interference between the wireless PDAs and other sensitive, wireless telemetric medical systems. Having dealt with these ultimately tractable infrastructural issues we also note the importance of identifying the 'killer application' of the PDAs in achieving a critical mass of end users, and indicate areas for further work.
Introduction
This paper reports an academic-medical/industrial case study of introducing technology 'out-of-the-box'. We report this in the spirit of design science rather than natural science or behavioural science, following the distinction drawn in [1] and [2] . Thus our main focus is on practical experiences, challenges encountered and solutions found, rather than the formulation or validation of general hypotheses.
More specifically, the paper describes our work in implementing a wireless network of personal digital assistants (PDA) in a busy medical unit of a major city hospital in Edinburgh. This work hinges on the recognition that, in this context, the acronym PDA should be read with the emphasis on the word assistant rather than personal. To be an effective assistant, PDAs need to be networked and integrated with the other information systems, in this instance, the hospital's intranet. We were concerned to explore not only the technical potential of, and obstacles to, such a development, but also the reactions of clinicians and the impact on everyday working practice. Such information could best be obtained through the field trial which we now discuss.
The work we describe here is then an account of how we integrated a number of 'out-of-the-box' technologies to create a mobile information system based around PDAs. The vision we have for the use of this system is two-fold, firstly:
-to be able to deliver key medical information to the clinicians when and where they require it. This medical information comprises the patient's record including their demographics, referral details (how they came to be in the hospital) and clinical history (details of tests and medication). Secondly, the obverse of this, namely, -to be able to order additional tests, to dictate medical notes and letters of referral in situ (saved as audio files). On these two critical uses of the technology hang the success of the project.
The medical use of PDAs
The use of PDAs in clinical contexts has developed dramatically in recent years and much off-the-shelf software has been produced for this domain. At the Cedars-Sinai hospital in California [3] , wirelessly connected PDAs were used to access clinical information from patient records. The PDAs were also used to exchange information between colleagues during ward rounds or at shift changes. Shipman and Morton [4] have reported the successful use of PDAs in patient tracking and in accessing test results and treatment protocols. Lapinsky et al. [5] have analysed the use of PDAs in a Canadian intensive care unit, where the need for wireless data transmission between staff was highlighted as a major requirement. In the UK, a pilot study in Glasgow of pen-based PDAs for the capture of anaesthetic clinical data suggested that the device presents a viable alternative to paper [6] . Personal digital assistants have also great potential for the support of those in the early stages of their careers as clinicians or nurses. Brandt et al. [7] describe the use of PDAs as a learning medium in an intensive care unit at the University Hospital in Malmo¨, where ICU nurses used PDAs to view training videos as part of 'on the job training'. The videos had been indexed using a bar-coding system and called up on-demand to assist learning to use a particular piece of medical equipment. Evaluation of the system showed the system was well received. A similar use of PDAs has been reported by Sommers et al. [8] in their 'nurse anaesthesia' project run by their medical school where they helpfully note that, ''PDAs are no longer just cute little gizmos to keep track of appointments and to-do lists''. A more recent project has reported success with wireless PDAs in supporting dental students in the later stages of their clinical training at King's College Hospital, London, again providing training videos and access to reference materials [9] . In most of these cognate applications, the personnel concerned are highly mobile between different clinical contexts and the PDAs introduced with little or no training. Now we turn to our particular use of these ''little gizmos''.
The GI unit at the Western General
The Western General Hospital cares for more than 150,000 patients every year. The hospital's policy is to ensure that each patient receives the highest possible standard of care and treatment in the most appropriate environment. It provides district hospital services for North Edinburgh and surrounding areas, including some services for the whole of Lothian, with its population of over 750,000 people. The hospital also provides specialist acute health care, locally, nationally, and internationally in specialities including Neurosciences, Oncology and Gastrointestinal (GI) medicine. The GI Unit is a busy department providing care and a wide range of treatments for patients from a large area of Scotland. It specialises in the investigation and management of patients with conditions involving the stomach, intestines, liver, pancreas and bowel.
The unit comprises four consultants, registrars, house officers and student doctors, nurses, research staff and laboratory staff. There are also four permanent secretaries and two office clerks. The clinicians look after emergency admissions, carry out several patient clinics, see patients in the ward, perform specialist procedures, and interact with many other specialists in the care of these patients. As they carry out these tasks, they move beween different areas of the hospital, and in the case of the more senior staff, between hospitals at opposite sides of the city. Secretarial and clerical staff are more static, but responsibilties include typing up clinic and other patient letters and discharge summaries, result gathering and information dissemination, tracking patient notes, and making patient appointments. A major problem in the GI unit, and indeed all busy hospital departments, is managing the flow of information regarding patient management. Tackling this problem has been raison d'eˆtre of the work reported here.
This structure of this paper
The next section briefly describes the hardware and software choices we made to create the network. We then discuss the steps we took to address the issues of data security and potential interference between our wireless solution and other (critical) medical systems. This is followed by an overview of the everyday experience-successes, obstacles and frustrations-of using the PDAs in busy medical unit. We conclude with a summary of the key lessons learned from introducing a wireless network of PDAs, an outline of the next steps we intend taking, and issues for further research.
4 What we took 'out of the box'
Overview
We selected HP iPAQs as our PDA of choice as they run a standard MS Windows operating system (Pocket PC 2002) and have integrated wireless networking capability. These we used to access the GI unit's database which was implemented using MySQL and runs as an unremarkable intranet-based implementation. The PDAs wirelessly connected to the intranet using standard CISCO networking products. In addition to the access from the PDAs to textual information we have also made use of their audio/voice recording capability to afford the voice dictation and translation of medical notes and standard letters using Dragon Naturally Speaking software. Now to consider these choices in a little more detail.
Hardware choices
Our selection of hardware was driven by a mixture of budgetary restriction, de facto standards, the demands of the National Health Service IT policy and, of course, pragmatism.The GI server comprised the GIPSY (GI Patient SYstem) database which had been written inhouse running both the Apache web server and SQL database server. CISCO AIRONET 1200 access points are used to connect the hospital's network and have been configured with non-broadcast, hidden SSID (service set identifier). This permits connection only through the CISCO PIX-initiated virtual private network (VPN). The use of the VPN is discussed in detail in Section 5.1, where we discuss the issues of security and confidentiality. CISCO PIX 506E Firewalls are used to provide secure VPN connection to the hospital network. All wireless traffic through the VPN is strongly authenticated and encrypted providing highest-level security against unauthorised access and packet sniffing. The iPAQ H5450 PDA runs the Pocket PC operating system and have also been equipped with MOVIAN VPN client software in order to connect with the VPN itself.
Software choices
MySQL is capable of coping with very large amounts of data already accumulating in the GIPSY database. It is also undeniably fast and very reliable. It is a client/server database, and consequently logs transactions, a necessary part of recovery after any failure or corruption. There were several alternative SQL server database products available, including MS SQL Server and ORACLE. Probably the most important factor when considering the alternatives was that MySQL is open source software, released under the GNU public license. Cost was also a significant factor, as was compatibility with the other components to be used-MySQL has been proven to work well with them. The choice of scripting language for use in this project is PHP. The objectives of displaying data from, and updating data to a database are well proven to be effectively addressed using the popular combination of PHP, Apache server, and MySQL database. One compelling reason for this choice is that all three are available free as open source software, and well supported. PHP is a cross platform language, compatible with a range of operating systems. It was designed specifically to work in a web serverdatabase environment and the language was developed purely to serve web pages.
The implementation
As data security and radio frequency (RF) interference are of paramount important in a wireless network, it was necessary to work closely with the relevant National Health Service (NHS) committees to proceed with the project and to reach agreement on how their security and interference requirements were to be met. In order to fulfil these requirements, it was necessary to consider the wider implications of expanding such a system to be used in other NHS hospitals and with a broader range of medical equipment than that in use at the pilot site.
Wireless networking and patient confidentiality
Wireless networking is a crucial enabling technology for this project. While a full discussion of wireless networking is outside the scope of this paper, three issues arising from it need to be considered, namely data confidentiality, security of the NHS wired network and interference with medical equipment. As the PDAs are used to access and update patient medical records, there is an obvious need to ensure that patient data are kept confidential and secure from unauthorised access and alteration. In wired systems one layer of protection is control over the access to the networking medium. Connection is relatively obvious and can be managed to some extent through administrative controls such as the disabling of unused network ports. While by no means making it impossible to gain unauthorised access to data, it creates a sufficient barrier in low risk situations to make security breaches unlikely. Access to the networking medium is more difficult to control in wireless networks where any device equipped with a suitable network card and within range can communicate with the network.
To deal with the security implications of this accessibility, the standards for wireless networking define measures called Wired Equivalent Privacy (WEP) to help increase the security of wireless networks. WEP uses encryption to afford wireless devices a level of protection similar to that provided by wired networks. The benefit of WEP is that it affects only the communication between two directly communicating wireless devices and therefore can be implemented within the drivers for the wireless network cards. No modification is required to any application whose data is being protected by WEP, nor to any networking software on wired device involved in the end-to-end communication partially protected by WEP.
However, the design of WEP has a known cryptographic weakness affecting a small proportion of the packets protected by WEP. This weakness allows the easy recovery of the keys used by WEP provided sufficient traffic can be captured to include packets affected by the weakness. The weakness has been exploited in freely available tools such as AirSnort (for a fuller discussion of WEP and its weaknesses, see for example [10] ). To obviate these problems with WEP, IPSec was chosen as an alternative for protecting data traversing the wireless network. IPSec is an open standard for securing network traffic in IP networks, defined in a number of RFCs, including RFC 2401 [11] . IPSec implementations are widely available in VPN clients for various end devices as well as in server, router and firewall systems. IPSec creates an encrypted tunnel through an insecure network. The tunnel may cover the entire path between the communicating end devices, in our case the PDAs and database server, or only the insecure part of the path, in our case the wireless network.
The second approach was chosen for the project because it allows communication with multiple central systems to be protected with a single tunnel, at the expense of not protecting data on the trusted wired part of the network. VPN client software is installed on the PDAs and the IPSec connections from the PDAs are terminated on a firewall device placed between the wireless network and the existing wired network. This design does not require any changes to the database server or existing database clients connected over the wired network. In addition to protecting the confidentiality of patient information, it is essential that the wireless network does not provide an access route for hostile devices to compromise the wired network, and through it, the rest of the NHS network. A certain level of control can be implemented through configuration of the access points, which interface between the wired and wireless networks. Most access points allow the hardware addresses of permitted wireless devices to be configured, and traffic from all other devices to be blocked. Unfortunately, the protection provided by this measure is incomplete as it is easy to capture and spoof legitimate addresses. In order to enhance the security, the access points are not connected directly to the wired network but instead through an isolated (virtual) network to a firewall. The firewall is able to block all traffic other than IPSec connection to itself, ensuring that only devices with the necessary credentials to establish a valid IPSec connection are able to communicate with the rest of the network. This implementation has satisfied all of the NHS security requirements as described in the NHSnet SyOP document Wireless LANs in an NHSnet Environment and the Wireless LAN's Guidelines for Implementation, Security and Safety [12] (Fig. 1 ).
Interference testing
Radio frequency interference testing was carried out in conjunction with the Medical Physics departments of the Western General and the New Royal Infirmary Edinburgh. Comprehensive testing was carried out against a wide range of medical equipment commonly used in all departments. Testing was also carried out against existing and new wireless telemetry equipment.
Findings were favourable, with no interference detected to any of the equipment, and it was found that the wireless systems could co-exist with no mutual interference. In addition to these wireless network security measures, another major concern is the potential interference which the wireless network may cause to medical or other equipment in the hospital. Interference testing at the Medical Physics department of the Edinburgh Royal Infirmary was conducted to ensure that no conflict was caused with existing wireless telemetry and monitoring systems in the hospital. 802.11b wireless devices work at a frequency in the 2.4 GHz spectrum, and it is known that other devices working on the same frequency spectrum may cause mutual interference. The field tests ensure that electromagnetic compatibility (EMC) guidelines suggested in NHS Policy Document 631 (April 2002) [13] are adhered to, and that no interference is caused by the wireless devices, or to the wireless network by other devices.
Tests have been carried out with PDAs and access points at distances of 0.5, 1, 5 and 10 m from any clinical, IT and telephony hardware. Care has also been taken in locating base stations and any antennae at a safe distance from wiring and cabling. The cardiac unit telemetry system uses a wireless network by Symbol Technologies. The company claims this Spectrum24 system has high immunity to electronic interference. The chosen wireless Access Points for the pilot are CISCO products which are currently deployed in other medical environments. These products use direct sequence spread spectrum radio technology (DSSS), which can be programmed to operate on select dedicated channels to reduce interference. Radio power management allows DSSS systems to be configured to work at lower power levels, which also reduces the likelihood of interference to installed medical equipment. To date, there have been no reported cases of EMC interference to medical devices from Cisco wireless LAN equipment deployed in hospitals.
Successes, obstacles and frustrations
The technology has now been in place for around 6 months, and is in regular use by several doctors and their secretaries. Other clinicians have experimented with the devices, but prefer to wait until more networked clinical data is available before adopting the PDA as routine.The initial findings from our pilot introduction of the PDA network are very favourable overall, with Fig. 1 The wireless network infrastructure the doctors experiencing no significant difficulties after an initial familiarisation period. In this section we describe the doctors' experiences with the technology with respect to the functionality and data provided by the PDAs themselves and using the voice capture and transcription systems.
6 PDAs in the wild (and on the ward)
Reactions out-of-the-box
Most users were enthusiastic from the beginning about the PDAs, which brought improvements to routine tasks as soon as they were introduced. Although much technical work had been undertaken behind the scenes, the improved accessibility of data seemed almost magical. Set beside this benefit, the need to adapt handwriting (for example) or to recharge the devices appeared to be trivial overheads. We now examine these benefits and costs in more detail.
Battery life
Battery life remains problematic for mobile devices. Wireless connectivity, in particular, imposes a significant additional demands on the battery life of a PDA. A doctor's working shift of 8 hours is longer than the endurance of a PDA being constantly linked to the wireless network. Indeed we have found that battery life is restricted to 3 or 4 hours. In response to this we have found that doctors have adopted the strategy of switching off their wireless connection when not in use.
Providing fully charged batteries has not proved be a practical solution so instead several chargers are available in strategic areas. Spare batteries have proved to be very expensive, and often go missing. Leaving chargers in central areas means that PDAs can be recharged when not in use, and can continue to be used while charging if necessary.
We have also encouraged the PDA users to recharge the batteries when at their desk or when not using the PDA. We have witnessed on a number of occasions that PDAs which have fully discharged for a period of weeks have required a hard reset with the result of loss of all data and programs. Contrary to our expectations, this has proved to be merely an inconvenience as any personal data held on the PDA can easily be recovered from backups.
Synchronising
Doctors have found that the ability to synchronise their PDA with their home or work PC to be invaluable. This is particularly true of e-mail, schedules and contacts. They will rarely compose new email on the PDA as it is quicker and easier to do this directly on a PC, but find time is saved by reading mails on the PDA at leisure and deciding what and how to reply in one quick sitting at the PC at a later date. All found contact lists and details were very useful to have available always on the PDA, and new details accumulated during the working day could be easily synchronised with the PC.
A major problem with the IT set-up at the Western, however, is that as default all hospital PCs have their USB (universal serial bus) ports disabled for security reasons, and it has proved problematic getting this changed for individuals to allow PDA synchronisation. As default, the synchronised folder on the PC is on the desktop, and with the current hospital set-up, this results in a pop-up box appearing on the screen every two minutes warning the user that their desktop storage space has been exceeded, and does not allow network synchronisation on logout.
Access to data and documents
The PDAs allow clinicians access to essential data and documents in support of their day-to-day work. The most significant of these are: -Access to patient details held on the GIPSY database.
This includes patients' demographic details and the ability to display comprehensive clinical histories and all previous correspondence regarding the patient. This is extremely useful especially where the paper case notes are not available ( Fig. 2 and 3 ). -Images such as X-ray and endoscopic images, which can be stored, viewed and shared on the devices. -The Lothian drug formulary, which contains data on all hospital approved drugs is available on the PDA for instant consultation. This essentially removes the need to carry around the bulky book equivalent. Drug updates are achieved wirelessly from the network server. -Access to GI guidelines. These constitute an invaluable GI reference guide, aimed mainly at more junior doctors. In their new PDA format, they are now constantly available anywhere, and updates are easily applied from the server. -Finally, Pocket Acrobat Reader allows the viewing and sharing of papers and journals on the PDA.
Pocket-sized access to these documents brings considerable ergonomic advantages. A junior doctor was particularly welcoming of the convenient size of the device, stating that at present he is expected to carry with him at all times a large copy of the BNF (British National Formulary-a standard drug reference), guidelines manual, and dictaphone, which could now all be replaced by the one PDA device. However in some respects, the small size can be a hazard-concerns have been voiced that a PDA bouncing around in a busy, fastmoving clinician's pocket might be liable to fall out.
Note taking
Among the most used of the functions provided is the entering of notes of a clinic consultation at the point of care. This includes details of presenting problems, diagnoses, further tests and procedures requested, drugs details, and follow up program. On confirmation, all of this data is wirelessly entered in real-time into the database on the networked server. The doctor can then dictate the text of his letter using the PDA's voice recorder (see Section 6.7) and wirelessly upload this to the server where it is transcribed via voice recognition into the database and a complete automated clinic letter is produced and available to other medical staff, or for printing, immediately.
This system represents a large saving in time and effort over current methods of reporting on a clinic appointment, and the benefits are the subject of ongoing and future evaluation. Initial findings show that the full details of a patient's clinic visit including test requests can be entered by the doctor on average in 30 s-far faster than filling in the relevant paperwork. Requesting tests via the PDA is highlighted as being a vast improvement over the previous paper form filling method. Details are easy to enter and clear to read. Patient details such as name, hospital number, date of birth are automatically entered from the system, ridding doctors of the task of repeatedly writing these details on different forms. Accuracy and legibility are also improved. Doctors also find the pen transcriber useful to take notes on meetings, memos, to do lists, etc.
Keyboard, handwriting and menu-driven input
A persistent annoyance is that the PDA's pop-up virtual keyboard tends to hide the bottom portion of screen in applications. The solution is to over-ride automatic popup settings and ensure that the keyboard is not visible when not required. It is found that the use of handwriting recognition with the stylus directly into data entry boxes is the preferred solution to this problem.
Users find using the virtual keyboard satisfactory, but slower to use than a conventional PC keyboard. Most have adapted to using the handwriting recognition facility as their preferred text entry method, as it is quick and intuitive. The occasional misinterpretation of a phrase is not perceived as being a major problem, as this method is mainly used for creating private notes on patients etc, for their own viewing. The majority of input for clinic detail entries, test requests and so forth is via drop-down selection boxes, which the doctors find very fast, easy to use and inherently accurate.
The use of drop-down menus for data entry of doctor name, follow-up details etc was generally found to be easy and quick, but not so effective where the list of options is long and requires scrolling. The most problematic entries (and the most important to be captured accurately) are the requested tests, patient diagnoses and drug treatments. The options for these entries exceed 100 for diagnoses and drugs and a straightforward dropdown menu selection process was found to be unsatisfactory on the PDA. Although a mechanism was provided for finding the required entry by keying in the first letter, this entry method was still found to be clumsy and quite time-consuming. Also, there is the need to provide for six possible separate entries for each of these fields, and the time taken to load dynamically-produced menu lists from the database over the wireless network becomes an issue.
Experiments with different methods of data entry for tests, drugs and diagnoses have been carried out. Lists of items, logically grouped and numbered, have been issued to the doctors. On the PDA system, the doctor enters the appropriate number for the drug, and a database lookup automatically enters the correct text in the database and provides the doctor with confirmation that this is the correct drug.
Voice input, recording and translation
One of the most routine and time-consuming aspects of patient management is the creation of medical notes, referral letters and responses to the patient's general practitioner. We have experimented with the real-time dictation of these documents which are then translated into text by means of speech recognition software.
When using the PDA as a dictation device, the builtin microphone is of irritatingly poor quality. The microphone picks up background noise and its location at the top of the PDA makes it difficult to achieve a constant distance from the mouth necessary for accurate recognition. It is also impossible to read the PDA's screen while speaking into the microphone. An obvious solution is to use a good quality small headset but another obstacle is that the headset socket on the PDA is 3.5 mm while the standard headset jack is 2.5 mm. An adapter, of course, is available from the manufacturer but is currently only available from American outletswith shipping costs greater than the price of the adapters themselves.
We have selected Dragon Naturally Speaking voice recognition software. The Dragon system comprises a voice recorder and the voice recognition software itself. The software creates .nrw audio files which are then uploaded wirelessly to the GI server using a custom made PHP upload form accessed from the GIPSY system. On the server these files are renamed as wav files and transcribed into the database. Initial usage has achieved accuracy levels better than 90% and we have found that the recognition software quickly learns error corrections and new vocabulary. An essential contributory factor in improving the accuracy of the voice translation is, of course, training. We found that the following protocol yields accurate translations:
-An initial training session of approximately 15 min -The transcribing of ten practice letters (taking a further 8-10 min of dictation) together with error correction.
Accuracy has been further improved by adding lists of commonly used specialist GI vocabulary (agreed by the doctors) to the individual users' dictionaries. Interestingly, most of these terms were more easily recognised than with shorter and more commonly spoken words such as ''the'', ''and'', ''her/his''. To improve the recognition of these more frequently used words we have found it prudent to be encourage the users of the PDAs to speak more slowly and clearly, to avoid hesitating and 'ums' and 'ers'. To date the doctors have responded constructively to this advice and with practice have become accustomed to this more formal style of dictation (Fig. 4) .
Most letters tend to follow a predictable pattern and the software quickly learns a user's style of writing and learns to recognise their commonly used phrases. Scanning previous letters dictated by the users and held on the database, aids recognition, and the style of writing and a user's commonly used phrases are quickly recognised. It has also proved possible to assign lengthy commonly used phrases such as ''Thank you for referring this patient who I saw in my clinic today'' to one dictated word such as ''opening'' or ''closing'', which saves dictation time. Problems initially anticipated included those posed by the widely varied accents of the trial group of doctors, but to date we have been pleasantly surprised by the software's ability to cope with accents after the initial training period.
Discussion
At the outset of this project many of the team believed that a wireless network of PDAs would be beset with a range of practical problems. We specifically expected problems with usability (e.g. inputting data and reading from a small screen), RF interference (e.g. visions of patients gasping for breath as the PDAs interfered with their life-support kit) and security/confidentially (e.g. local reporters reading test results from messages plucked from the ether). In contrast to these expectations: -Usability is not a problem. The use of pick-lists and standard Windows interface widgets work well for the most part. Clinicians have had no problems with reading text from the small screens or at inspecting images and have simply coped with the minor usability irritations we have discussed above. -Interference is not a problem. Despite our best efforts we could not get any of the very many RF-enabled So, with this established we are very happy to commend the use of wirelessly networked PDAs but for one caveat. There remains the need to identify a 'killer application' to guarantee uptake and acceptance of the technology. In this study the need to access blood results is our killer application.
The elusive 'killer application'
Although seen as potentially the most useful mobile application for PDA users, access to blood and other test results is proving the most problematic to achieve.
To date we have been unable to display these data-normally accessed from a PC web browser-in a PDA friendly format. To some extent the problem is territorial (or political) as the owners of these data are frequently reluctant to make them freely available, in part because of concerns about misinterpretation of data when presented in a small screen format which may not permit all information to be viewed at once.
After much negotiation a wireless VPN connection with the SCIStore server (which is the key data repository) was agreed only to find that Pocket IE would not allow progression beyond the initial password screen. (Pocket Internet Explorer (PIE) which is incorporated in Pocket PC 2002 provides a cut down version of the standard browser). A major limitation of PIE is that it only permits one window open at any time, restricting access to some web applications. Other limitations of PIE include incomplete javascript and Secured Sockets Layer (SSL) support and no file upload support.
Although some improvements have been made in the Pocket PC 2003 version, it still lacks a number of key features. In order to be able to use some of our required functionality, especially the capability to browse and upload audio files, alternative browsers were investigated. The chosen solution is to use Netfront, a browser provided by Access Systems of Japan (http://www.access-netfront.com).After evaluating all other available pocket PC browsers, NETFRONT emerged as the most suitable but it still does not reliably display the pages correctly. There remain real concerns about vital test data 'falling off' a page or being overlooked as it needed scrolling to view it. A major rewrite is the only option and as this represents a large project in itself, this has been postponed to a later phase of the project.
Implications for elsewhere and limitations
Our findings to date suggest that it is possible to implement workable solutions using a wireless network of PDAs even in complex, security-and safety-critical settings such as hospitals. This can be achieved using readily available hardware and software. Moreover, worthwhile user benefits are realised from the outset, so that anticipated usability problems are not a significant obstacle in reality. However, these observations are drawn from a relatively short study in one particular hospital unit, so must naturally be treated with a modicum of caution. The existence of a project champion, for example, is a well-acknowledged influence on technology acceptance and the unit concerned is headed by an individual who is keen to embrace new technologies in the interests of patient care.
Future work
All to often in situations like this, our enthusiasm and ambitions for the PDA project far outstretch our research funding. However we are currently developing an extension to the existing system and two further applications for wireless PDAs in medical settings which we will now briefly describe.
1. Barcode readers. Patient ID tags, notes, test requests, test results and other data are barcoded. The lack of a PDA bar code reader is a hindrance as this it is a highly useful PC application feature especially for accurate input of long patient ID numbers. At present, add-on bar code readers for the IPAQ are prohibitively expensive, although various alternatives available are being investigated. 2. Supporting junior doctors. Junior doctors are currently expected to carry with them at all times unwieldy reference volumes and a Dictaphone, all of which could be replaced with a single PDA. There is now a vast range of medical reference material readily available which can be exploited, together with training videos for common procedures. 3. PDAs as the hand-over 'baton'. Restrictions on working hours for junior doctors mean that systematic handovers between shifts are more than ever pivotal to safe and effective patient care. Notes on the current state of patients and their treatment, recorded on the PDA and handed on from outgoing to incoming doctor could be an invaluable resource in this process, together with a 'to-do' list and reminders (e.g. blood results need collecting for Mr. Smith.)
There is also a significant collection of wider issues to investigate. To what extent, and how, does work practice change as PDAs become familiar assistants? What is the impact on clinical decision making and medical governance? How do patients view the presence of another medical gadget in the doctor-patient dialogue? Do perceptions of the trustworthiness and reliability of information shift with the transfer of data to the PDAs? Is information used differently, and if, so how? Some if not all of these questions will inform the design of data collection for the next phase of the project.
